TMap® Next Document

[image: image1.wmf] 

 FILENAME  \* MERGEFORMAT 
TMap.net Checklists Various quality characteristics [ENG].doc

Inhoudsopgave



	CHECKLISTS 

VARIOUS QUALITY 

CHARACTERISTICS 


Inhoudsopgave

2Checklists Various quality characteristics


3Checklist for connectivity


4Checklist for continuity


4Checklist for continuity: Operational reliability


6Checklist for continuity: Robustness


7Checklist for continuity: Recoverability


9Checklist for continuity: Degradation possibilities


10Checklist for continuity: Possibility of diversion


11Checklist for data controllability


12Checklist for flexibility


13Checklist for (suitability of) infrastructure


14Checklist for maintainability


16Checklist for manageability


19Checklist for portability


20Checklist for reusability


21Checklist for security


23Checklist for testability


25Checklist for user-friendliness




Checklists Various quality characteristics

This document includes checklists for the quality characteristics that are evaluated by means of static testing. In addition to these a checklist is included which can be used during dynamic implicit testing of user-friendliness. For each checklist the attributes are described which are relevant for the quality characteristic at issue. The measures with a positive influence are indicated with a “+”, those with a negative influence are preceded by “–“. On the basis of the results an experienced tester will formulate a conclusion as to this quality characteristic. The measures described are divided into a number of attention areas, viz.:

· production organization;

· user organization;

· functional system architecture;

· technical system architecture;

· data infrastructure;

· physical security measures;

· development environment;

· production environment.

The organization of the development process has not been included in the above list since measures in this area are process measures, directed towards the effectiveness and efficiency of the resulting process. Testing by its definition focuses on determining the quality of products and is in principle not interested in the way in which – or the process with which – the various products have come about.

It is not always possible to investigate a specific quality characteristic in a given organization using a standard checklist. Therefore the checklists in this chapter serve as references and as examples for organization-independent checklists, that may even be project-independent.

The checklists in this document are connected to these quality characteristics:

· connectivity;

· continuity;

· data controllability;

· flexibility;

· (suitability of) infrastructure;

· maintainability;

· manageability;

· portability;

· reusability;

· security;

· testability;

· user-friendliness.

Checklist for connectivity

Definition of connectivity
The ease with which a link with a different information system or within the information system can be made and modified.

Functional system architecture

· Has use been made of a general reference model?

· Has the choice for subsystems been argued?

· Does the documentation state which measurements are available to prevent faulty user input and user actions?

· Does it state how recovery of faults should be done?

· Is the interaction from a user with the system written down and are his responsibilities and authorities specified well?

· Is the interaction between the system and other systems specified enough?

Technical system architecture
· Has use been made of applied (inter)national standards, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA), or of a standard programming language which can be compiled on a wide variety of hardware?

· Has a standard machine-interface been used?

· Is it possible to secure additional critical or essential functions?

· Have the systems to which data will be exchanged been specified?

· Has a generalized subsystem (interface) been specified for the interaction of data with other systems?

· Have standards (nomenclature, coding, structure) been used for the interaction of data?

· Have standards been used for the connection between hardware and infrastructure components?

· Maintainability influences the connectivity regarding the technical system architecture (see checklist for maintainability).

Data infrastructure
· Does a organization-wide data model exist in which the system data are integrated with the company data?

· Is the logical data model specified?

· Do the data match the data model at the organizational level?

· Is the data model normalized?

· Is the data model parameterized?

· Is the data encrypted?

Production environment
· For the benefit of the internal connectivity, have infrastructure components been used which are geared to infrastructure already in use?

· Is a current infrastructure in use?

Checklist for continuity
Definition of continuity
The certainty that data processing will continue uninterruptedly, which means that it can be resumed within a reasonable period of time even after serious interruptions. 

The quality attribute continuity is divided into sub-attributes, for which separate checklists exist:

· Operational reliability

· Robustness

· Recoverability 

· Degradation possibilities 

· Possibility of diversion

Checklist for continuity: Operational reliability
Definition of operational reliability
The degree to which the information system remains free from interruptions.

Production organization

· Is an efficient production scheme set up with a balanced regulation of priorities between the applications and with the supporting functions, such as the back-up procedure? 

· Are well-trained substitutes on stand-by within the production organization?

User organization
· Are well-trained substitutes on stand-by within the user organization?

· Has the security within the user organization been arranged (see checklist for security)?

Functional system architecture
· Will the input be checked?

· Are passwords being used?

· Will attempts for access be checked?

· Has the choice for subsystems been argued?

Technical system architecture?
· Has use been made of applied (inter)national standards, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language which can be compiled on a wide variety of hardware?

· Is a specific application present and in use for security?

· Are the input, the output and the processing implemented separately?

· Has data consistency been taken care of by use of checkpoint/restart utilities? 

·  Will the data processing be done dually?

· Has the data processing been split up into subtransactions?

· Is the operator able to supply status information? 

· Have check processes (“watchdogs”) been applied? 
·  Are the subsystems distributed? 

· Are the program modules being reused?

· Is use made of technical actions in interfaces? 

· Are the algorithms optimized, i.e. for performance reasons?

· Will user input be completed automatically?

Data infrastructure
· Will a periodic check be done on the consistency of the database and data sets?

· Is the data storage distributed? 

·  Is the data encrypted?

Physical security measurements
· Is the access to the organization grounds and buildings controlled?

· Is the access to the computer centre restricted to the people who belong there?

· Is the computer centre housed in a building that is optimally proof against stroke of lightning, fire, electricity failure and water damage?

Development environment
· Is a modern programming environment used, which enforces consistency in references to data and functions?

Production environment

· Have hardware, network, PCs, system software and DBMS been chosen which are geared to one another and to the applications?

· Have hardware suppliers been chosen who will offer adequate support during the life cycle of the information system?

· Has the definition of the requisite processing and data storage capacity for the information system (centrally and decentrally) to comply with all functional and quality requirements been made objectively?

· Will a diagnosis of the hardware, the network, etc. be made periodically?

· Is a dual set of hardware, etc. available for alternate use?

Checklist for continuity: Robustness
Definition of robustness
The degree to which the information system proceeds as usual even after an interruption.

Production organization
· Are well-trained substitutes on stand-by within the production organization?

User organization
· Are well-trained substitutes on stand-by within the user organization?

Functional system architecture
· Are the essential functions of the information system shielded in a separate subsystem?

Technical system architecture
· Are automatic alternate facilities built in?

· Have check processes (“watchdogs”) been applied? 
·  Will the data processing be done dually?

· Is the operator able to supply status information? 

· Has the consistency of data been taken care of by use of checkpoint/restart utilities? 

Production environment
· Have hardware, network, PCs, system software and DBMS been chosen which are geared to one another and to the applications?

· Is a dual set of hardware, etc. available for alternate use?

Checklist for continuity: Recoverability
Definition of recoverability
The ease and speed with which the information system can be restored after an interruption.

Production organization
· Are well-trained substitutes on stand-by within the production organization?

User organization
· Are well-trained substitutes on stand-by within the user organization?

· Is there insurance against the risk of damage caused by faults or disruptions in the information services?

Functional system architecture
· Has the choice for subsystems been argued?

· Are utilities available for incidental queries or reports?

Technical system architecture?
· Has use been made of applied (inter)national standards, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language which can be compiled on a wide variety of hardware?

· Does a back-up and recovery system containing procedures and executables exist for

· the periodic saving of a coherent set copies of data sets;

· logging of all transactions starting from the last generation;

· the reprocessing of all logged transactions;

· Will the recovery procedure be tested periodically?

· Have check processes (“watchdogs”) been applied? 
· Has the consistency of data been taken care of by use of checkpoint/restart utilities? 

· Are the subsystems distributed? 

· Is the essential functionality stored in separate modules?

· Will the data processing be done dually?

· Are automatic alternate facilities built in?

· Does an actual overview of all used programs, including version numbers, exist?

· The recoverability is influenced considerably by the maintainability regarding the technical system architecture (see checklist for maintainability)

Data infrastructure
· Is the data storage distributed? 

· Are utilities available for analysis and reorganization of the database?

· Does an overview of all used data sets exist?

· Has the database access been optimized?

Physical security measurements
· Are the back-ups of vital data stored in a special, extra security location, preferably outside the computer centre?

Production environment
· Is a dual set of hardware, etc. available for alternate use?

Checklist for continuity: Degradation possibilities
Definition of degradation possibilities

The ease with which the core of the information system can continue after a part has failed. 

Production organization
· Have provisions been made so that in case of serious disturbances or disasters the information services may continue as much as possible?

· Has a similar production environment been reserved, for instance in a different computer centre, including accompanying procedures for alternate use?

· Have manual procedures been prepared in order to substitute (parts of) the automated information services?

Functional system architecture
· Have the functions been modelled in coherence with the company business process model?

· Has the choice for subsystems been argued?

· Is the data processing functionally structured in such a way that it is possible to continue the processing of data when some non-essential parts of the information system are shut down?

Technical system architecture
· Is the essential functionality stored in separate modules?

· Are the subsystems distributed? 

Data infrastructure

· Is the data storage distributed? 

· Has the database access been optimized?

Checklist for continuity: Possibility of diversion
Definition of possibility of diversion
The ease with which (part of) the information system can continue elsewhere.

Processing/user organization
· Have provisions been made so that in case of serious disturbances or disasters the information services may continue as much as possible?

· Is a plan for disasters available?

· Is the user organization’s level of dependency on the information system stated (critical, sensitive, non-sensitive)?

· Has the maximally tolerable time of breakdown been stated?

· Has it been determined what constitutes a disaster?

· Is a co-ordinator assigned in case a disaster occurs, and are the authorities and responsibilities determined for such situations?

· Have the emergency procedures and the alternate procedures for a possible transition period been described? (Amongst other aspects, attention needs to be paid to procedures handling unfinished transactions at the moment of breakdown.)

· Does the plan for disasters include possible alternate hardware?

· Is, as part of the plan for disasters, a plan for an alternative location available?

· Have the organizational aspects been described, including the procedures for an alternative location?

· Has it been established which functionary is authorized to decide to make use of alternative computers?

· Has a similar production environment been reserved, for instance in an alternate computer centre, including accompanying procedures for alternate use?

· Does the (external) executive organization responsible for the implementation of the alternate use have an up-to-date plan for alternate use?

· Is the plan for disasters known within the relevant organization departments? Will the plan for alternate use be tested periodically, but at least once a year?

· Will the findings of the test of the alternate computer use lead to amendments in the plan for alternate use?

· Will a test of the plan for alternate use take place after a major change in the system architecture?

· Have manual procedures been prepared in order to substitute (parts of) the automated information services?

Checklist for data controllability
Definition of data controllability
The ease with which the correctness and completeness of the information (in the course of time) can be checked. 

Functional system architecture
· Do programmed checks on the results of the data processing exist, such as control totals and square counts?

· Will transactions be numbered subsequently and is referred to these transaction numbers in the mutation logs? 

· Will report pages be numbered subsequently mentioning the total number of pages?

· Will historical data and mutation records be recorded and saved?

· Do retrieval functions with sufficient selection possibilities exist regarding the historical data?

· Do possibilities exist related to an audit trail?

· For the benefit of the audit trail, will mutations be recorded, who did it and using which function?

Technical system architecture

· Do functions exist to check the correctness of the data?

· Do functions exist to check the completeness of the data?

· Will all transactions be registered, i.e. logged?

Data infrastructure
· Do possibilities exist for a (periodic) check of the data consistency?

Checklist for flexibility
Definition of flexibility
The degree to which the user may introduce extensions or modifications to the information system without changing the software itself. 

Functional system architecture
· Is defined how flexibility requirements influenced the specified functionality and how it is distributed between the subsystems?

· Does the functional specification explicitly describe how future changes to the system should be implemented to preserve flexibility?

Technical system architecture
· Have the programs been parameterized?

· Are logical values used instead of hard coded values?

· Has the data processing been separated from the data retrieval?

· Is it possible to modify (combinations of) input functions in order to change a way of work?

· Is it possible to modify (combinations of) control functions in order to change a way of work?

· Is it possible to modify (combinations of) processing functions in order to change a way of work?

· Is it possible to modify (combinations of) output functions in order to change a way of work?

· Is it possible to tune menu structures?

· Is it possible to change the contents of the input screens?

· Is it possible to change the layout of the input screens?

· Is it possible to create a selection of output data?

· Is it possible to change the layout of the output?

Data infrastructure
· Has the data model been parameterized?

· Has the data model been normalized?

· Has the normalized data model been implemented without changes?

· Do several search keys exist for each entity?

· Does a “meta data model” exist?

· Has a relational data structure been used?

· Is it possible to specify different search trails?

Development environment
· Are 4GL facilities used?

· Can the user organization define reports easily?

Checklist for (suitability of) infrastructure
Definition of (suitability of) infrastructure
The suitability of hardware, network, systems software and DBMS for the application concerned and the degree to which the elements of this infrastructure interrelate.

Development environment
· Have hardware, network, system software, programming environment and DBMS been selected that are appropriate for the application concerned and that fit to the rest of the infrastructure?

Production environment
· Have hardware, network, PCs, system software and DBMS been chosen that are tuned to each other and to the applications?

· Has an objective definition been made for the quantity of processing capacity needed by the information system (centrally or decentrally) to match all functional and quality requirements?

Checklist for maintainability
Definition of maintainability
The ease of adapting the information system to new demands from the user, to changing external environments, or in order to correct defects.

Functional system architecture
· Has the choice for subsystems been argued?

· Has a general reference model been used?

· Have the functions been modelled in coherence with the company business process model?

· Is open, consistent and up-to-date functional documentation available?

Technical system architecture
· Have standards for development been used (for instance, standard scheme techniques, standards for structured programming, standards for database approach, recognizable nomenclature and standards for the use of user interfaces)?

· Have applied (inter)national standards been used, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language which can be compiled on a wide variety of hardware?

· Are the routine actions built into the interface consistent?

· Have check processes (“watchdogs”) been applied?

· Is the operator able to supply status information?

· Is the data processing split up into subtransactions?

· Have the input, the processing and the output been implemented separately?

· Have possible machine dependencies been implemented in separate modules?

· Has the essential functionality been stored in separate modules?

· Have I/O operations been classified in separate modules in order to separate the retrieval of data from the processing of data?

· Have the programs been structured and are they easy to understand?

· Is open, consistent and up-to-date technical documentation available?

· Have the programs been parameterized?

· Will technical actions within the interface be used?

· Are the subsystems distributed?

· Will data processing be done dually?

· Have the algorithms been optimized?

Data infrastructure
· Is the data model normalized?

· Is the data encrypted?

· Has the approach of the database been optimized?

Development environment
· Is an integrated test facility available?

· Will 4GL facilities be used?

· Will an integrated functional development environment be used (workbench (CASE-tool), text processor etc.)?

· Will an integrated “technical” development environment be used (modern development environment linked / integrated with a DMBS)?

· Will a code or system generator (ICASE) be used?

Checklist for manageability
Definition of manageability
The ease with which to get and keep the information system in its operational state.

Processing organization
· Has it been determined whether additional education is required to operate the new or changed information system?

· Does an adequate procedure exist in case of disturbance?

· Is the hardware etc. insured?

· Is a plan for disasters available?

Functional system architecture
· Is a short functional description available?

· Has the choice for subsystems been argued?

· Do guidelines exist for the restriction of the access to the applications?

· Are passwords being used?

· Will the attempts for access be checked?

Technical system architecture
· Will back-ups be made automatically?

· Have check processes (“watchdogs”) been applied?

· Is the input, the output and the processing implemented separately?

· Is the operator able to supply status information?

· Has the consistency of data been taken care for by use of the checkpoint/restart utilities?

· Have applied (inter)national or company standards been used, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language?

· Has a standard machine interface been used?

· Are the routine actions built into the interface consistent?

· Is there a description of the user applications and standard modules (including version numbers) required at installation?

· Have standards for nomenclature been used?

· Is it possible to perform each function (including the non-logical) at least once?

Does a back-up and recovery system containing procedures and executables exist for:

· the periodic saving of a coherent set of copies of data sets;

· logging of all transactions starting from the last generation;

· the reprocessing of all logged transactions?

· Does the back-up procedure determine when the data sets and database need to be secured and how long these back-ups should be kept?

· Is it possible to restart an application after a system breakdown?

· Is it possible to restart an application after an application breakdown?

· Is a description of the required authorizations available?

· Is a procedure for the maintenance of the authorizations available?

· Is a specific application present and in use for security (i.e. RACF)?

· Do specific standards and norms exist for input, batch processing, online processing, output and security?

· Are these specific standards and norms met?

· Are all transactions registered, i.e. logged?

· Will the data processing be done dually?

· Are the subsystems distributed?

· Are the programs parameterized?

Data infrastructure
· Does documentation exist about the data model and is this documentation consistent?

·  Is the data encrypted?

· Is the data storage distributed? 


Physical security measures
· Is the access to the organization grounds and buildings controlled?

· Have measures been taken to prevent, signal or take care of technical disturbances and disasters?

· Are the back-ups of vital data stored in a special, extra security location, preferably outside the computer centre?

· Is access to the computer centre restricted to the people who belong there?

Production environment
· Is a dual set of hardware and the like available for alternate use?

· Is there a description of the hardware and software components for the infrastructure?

· Do specific standards and norms from the processing organization exist for resource usage, external memory and performance? 

· Are these specific standards and norms met?

· Does a production manual exist?

· Does the production manual contain the following components:

· an introduction with a summary of names, identifications and characteristics of the functionality of the system and subsystems;

· a scheme of the system structure;

· a relational scheme of the run structure, with for each run the time, the programs, the indicatives per program and the estimate of time;

· the data of the contact persons (name, department, telephone number);

· for each run to be executed the following data: name, identification, characteristics, system flow scheme and/or subsystem flow scheme, by which the data flows are related to parts of the configuration and from which the interfaces with the systems or subsystems which do not belong to the run can be derived;

· receipt and preparation containing: 

· type, source and time of receipt;

· reception activities and checks;

· data conversion, instructions and checks;

· destination and actions at delivery of input media;

· destination and the actions at delivery of basic documents;

· preparation of production containing:

· the time schedule;

· the description of the working procedure (“jobstream”);

· the schemes for the handling of removable discs and for the storage instructions;

· the deliverance of input;

· service manual containing:

· the general service workbook; 

· the service, check and error displays together with the accompanying instructions; 

· the possibilities for interruption;

· the instructions for restart at unplanned interruptions;

· production manual containing:

· the handling of removable discs;

· checks and reports;

· completion activities

· delivery and distribution;

· ultimate time of delivery;

· Has the planning for production been changed, based on the new or updated information system?

· Has it been determined how to request for and plan incidental batches? 

· Is an integrated test facility available?

· Is a current infrastructure in use?

· Has a detailed analysis been made of the processing capacity, storage capacity, data communication hardware and system applications?

Checklist for portability
Definition of portability
The diversity of the hardware and software platforms on which the information system can run, and how easy it is to transfer the system from one environment to another.

Technical system architecture
· Have the programs been parameterized?

· Have applied (inter)national standards been used, e.g. for the exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language which can be compiled on a wide variety of hardware?

· Has a standard machine interface been used?

· Have possible machine dependencies been implemented in separate modules?

· Have the algorithms been optimized?

·  Are the subsystems distributed?

Data infrastructure
· Has the approach of the database been optimized?

· Is the construction of the data programs (rules of integrity) independent of a specific DBMS (applied with client/server systems)?

Development environment
· Have 4GL facilities been used?

· Have common used tools for development been used?

· Will a commonly used infrastructure be adopted?

· Has a standard programming language been used, which can be compiled on a variety of machines?

Production environment
· Has an infrastructure (hardware, network, etc.) been selected which is upwards compatible within a certain range?

· Has a commonly used infrastructure been adopted?

Checklist for reusability
Definition of reusability
The degree to which parts of the information system, or the design, can be reused for the development of different applications.

Functional system architecture

· Has a general reference model been used?

· Have the functions been modelled with a company business process model?

· The reusability is influenced considerably by the maintainability of (part of) the information system (see checklist for maintainability).

Technical system architecture
· Have applied (inter)national standards been used, for instance to exchange of data via networks (OSI, TCP/IP, XML), of applications in the IBM-environment (SAA) or of a standard programming language which can be compiled on a wide variety of hardware?

· Have the programs been parameterized?

· Has the data processing been split up into subtransactions?

· Have the input, the processing and the output been implemented separately?

· Have possible machine dependencies been implemented in separate modules?

· Have I/O operations been arranged in individual modules in order to separate the retrieval of data from the processing of data?

· Has a standard machine interface been used?

· Have standard actions been built into the interface consistently?

· Have program modules been reused?

· Have the algorithms been optimized?

Data infrastructure
· Do the data match the organization data model?

· Has the data model been parameterised?

· Has the approach of the database been optimized?

Production environment
· Is a current infrastructure in use?

Checklist for security
Definition of security
The certainty that data can be viewed and changed only by those who are authorized to do so.

Processing organization
· Has the processing of confidential data (i.e. the salary run) been classified in separate procedures, which may be processed by authorized people only?

User organization
· Are jobs, authorities and responsibilities in the organization of the information services separated clearly?

· Has a classification of documents been made, consisting of a number of classes of confidentiality?

· Has a limitation (and registration) of the circulation of classified documents to dedicated functionaries been arranged, based on this classification?

· Does a procedure exist for authorization of important documents that leave the organization?

· Does a check exist on behalf of the internal accountants on the processing of the procedures based on information produced afterwards?

· Will attention be paid to both the written and the automated fixed data?

·  Will the functional separation be continued when authorizing personnel; will authorization be given based on the “need to do” or “need to know” principle? (Does the logical access match the existing schemes for the administrative organization (AO)?)

· Has job separation been arranged between:

· the one who has the authority to use functions in an information system for retrieval or updating data (end-users);

· the one who decides who has access to specified functions (data) and to whom account must be given about the access possibilities implemented;

· the one who is responsible for the actual authorization of the employees to functions (data)?

· Will a distinction be made between the responsibilities for input, processing, correction and checking at the granting of authorization?

· Will a distinction be made between creating, reading, updating and deleting of data at the granting of authorization?

· Will the requirements for logical security access be taken in consideration at the distribution of data (to third parties) and at external data communication?

· Does a specific security procedure exist for functionaries who are in charge of internal control or security (i.e. the system administrator)?

· Is the way the logical security access is constructed written adequately?

· Does a procedure exist with the several actions to be carried out based on the access logging or the reports made?

·  Does the information system comply with legal commitments?

Functional system architecture
· Does the product documentation contain the possibilities regarding security?

· Is it explicitly stated:

· what the strategy is to security, based on aims and treatments;

· which security employees are there;

· which procedures regarding the security must be followed in order to utilize the functionality optimally?

Technical system architecture
· Are the possibilities that exist to restrict the access to the system software, documents and data sets utilized as best as possible?

· Is there, within the security access, functionality for identification, authentication, authorization, logging and reporting distinguished?

· Is it possible to make a difference between the responsibilities for input, processing, correction and checking at the granting of authorization?

· Is it possible to make a difference between input, change, query and removal of data at the granting of authorization?

· Has consideration been made for the requirements of the (logical) security access with external data communication?

· Will the users maintain their own passwords and are they responsible for the use of their user-IDs and passwords?

· Does a (technical) procedure exist for the changing of passwords periodically?

· Does the system enforce the use of ‘strong’ passwords (minimum length, not only lower case letters, but also upper case, numbers or special characters)?

· Is there a restriction on the number of possible attempts to log in?

· Is the input and storage of passwords conducted in such a way that third parties cannot recognize them?

· Will the security access be violated by the use of query languages?

· Will any unsuccessful attempts for use be logged?

· Have measures been taken for the restriction of the period for free access to the terminal (i.e. automatic log-off)?

· Is a specific application present and in use for security?

· Will the memory be cleared after processing?

·  Are the subsystems distributed?

·  Will the data processing be done dually?

Data infrastructure
· Is the data encrypted?

· Will the data that is sent over the network be encrypted?

·  Is the data storage distributed?

Physical security measurements
· Is the access to the organization grounds and buildings controlled?

· Is the access to the computer centre restricted to the people who belong there?

Production environment 

· Will a different identification (user-ID) and authentication (password) be used for the test environment and the production environment?

Checklist for testability
Definition of testability
The ease with which the functionality and performance level of the system (after each modification) can be tested and how fast this can be done.

User organization
· Is the resulting testware completed and preserved for the benefit of future tests?

· Do tools for planning and defect management exist in support of the test process?

Functional system architecture
· Has the choice for subsystems been motivated?

· Is open, consistent and up-to-date functional documentation available?

· Does a strong interaction or effect exist between the several functions?

Technical system architecture
· Have standards for development been used (e.g. standard scheme techniques, standards for structured programming, standards for database approach, recognizable nomenclature and standards for the use of user interfaces)?

· Have check processes (“watchdogs”) been applied?

· Is the operator able to supply status information?

· Is the data processing split up in subtransactions?

· Have the input, the processing and the output been implemented separately?

· Have possible machine dependencies been implemented in separate modules?

· Has the essential functionality been stored in separate modules?

· Have I/O operations been classified in individual modules in order to separate the retrieval of data from the processing of data?

· Are program modules reused?

· Have the programs been structured and are easy to understand?

· Is open, consistent and up-to-date technical documentation available?

· Are the subsystems distributed?

· Will the data processing be done dually?

· Have the programs been parameterized?

· Have the algorithms been optimized?

· Can test data be easily restored?

Data infrastructure
· Is the data encrypted?

· Has the data storage been distributed?

· Has the data model been parameterized?

· Has the approach of the database been optimized?

Development environment
· Is an integrated test facility available?

· Will test tools be used, for instance for test execution or test planning and control?

· Is it possible to perform queries regarding the data sets?

· Does a separate test environment exist?

· Will an integrated functional development environment be used (workbench (CASE-tool), word processor amongst others)?

· Will an integrated “technical” development environment be used (modern development environment linked / integrated with a DMBS)?

· Will a code or system generator (ICASE) be used?

Checklist for user-friendliness
Definition of user-friendliness
The ease with which end-users use the system. 

If and when the quality attribute user-friendliness is chosen as part of the test strategy, this generally gives problems. How could a test team decide on a rather subjective quality characteristic like user-friendliness? 

A possible way of going about this is to create a questionnaire - it is wise to supply enough space on this checklist for additional comments. This questionnaire will be filled out by both testers and users, after which the test manager or test team leader will have insight into the user-friendliness of the information system. This procedure will remain subjective in some way. Therefore it is recommended to combine this with semantic or syntactical tests. 

Possible questions in this questionnaire are:

· What is your general opinion regarding the screen layouts?

· unacceptable

· acceptable with adjustments

· acceptable

Explanatory remarks: ... (also for the next questions)

· Did you notice screens in a negative manner?

· no

· yes, viz. screen ...

· What is your opinion about terminology on the screens?

· What is your opinion about the use of icons (if relevant)?

· Are the error messages clear?

· yes

· no, viz. ... (please indicate screen number and provide description)

· Does the system help you how to restore error situations and how to proceed?


· Are the help screens and help texts clear and what is your opinion on the use of them?


· What is your opinion about the use of the mouse?


· What is your opinion about the user documentation? In other words, to what extent does the user documentation really support working with the information system?


· What is your opinion about the start-up procedure?

· What is your opinion about the use of the function keys and buttons?

· Do you want more standardization for menu screens, function screens, function keys, buttons, etc.?

· What is your opinion about the menu structure; do you want user menus?

· Are the function names clear to you?

· To what extent do the functions meet the way of working and the structure of the user organization?

· What is your general opinion about the layout of the reports?

· unacceptable

· acceptable, with adjustments

· acceptable

· Did you notice reports in a negative manner?

· no

· yes, viz. ...

· Do the reports contain the information wanted (are there too many or to few details)? 

· What is your opinion about the standards regarding the headers and footers of reports?

· What is your opinion about the print facilities?

The questionnaire may be concluded with a question to give a general evaluation of the user-friendliness in terms of a score (from 1 to 10, 10 being excellent). Thus the user-friendliness of the system is quantifiable in some way.
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